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The multiplicty of e-Government issues formulate the need to identify key aess to be
addressed for successfully implementing e-Government initigtives. For this reason a holidtic
framework must be eaborated, which could identify and address dl rdevant issues impacting
e-Government development — among them — different user groups with diverging service
needs and interaction requirements, diginct government processes, interna and externd
transformation of governance, legd and processes reform, etc. Legd reform amed at creating
of favourable legd environment is very important part of development of e-government, since
governmental  activities are drongly regulated and driven by legd framework including
nationd conditutions, laws and other regulations. With the use of moden IT and
communication facilities, dectronic public sarvice provison and ddivery require the
adaptation of laws to make e-Government solutions legdly binding and sound. In particular
this refers to the questions of eectronic sgnatures and dectronic documentation, electronic
communication among governmenta agencies and citizens, data protection and data security,
access to public information, networking of authorities and databases, among other legd
Issues of e-government.

During the last years the European Union has introduced important new legidation in this
aea and a high number of new regulatory texts are ill in the stage of preparation. Because
the initiatives in this area are S0 numerous and divergent, it is not aways easy to see dealy
the overdl policy behind dl this activity, hence nationd laws enacted by the European Union
members and accession countries are rather incoherent and sporadic [1].

At the moment, most of the European countries do not have any specid law, which would
regulate the development of e-government and its processes. Nevertheless, some laws contain
provisons, which refer to the e-government or the regulation of it development: these may be
laws on Telecommunications, laws on Electronic Signature, laws on Provison of Information
to the Public, laws on Lega Protection of Persona Data, laws on Consumer Protection and

amilar.



The above described date of legd system in addressng the regulation of e-government,
naturally predetermines the ways of teaching on these issues:

Thus, one of the ways of teaching of legal issues of e government is to teach separate
issues covering the questions pertaining to e-government and in most casesunified under the
umbrdlaof the legd informatics.

This way is dready known and clear for universties paticipated in EULISP (European
Universties Legd Informatics Programme), EULISP-CDA and LIACTES (Legd Informatics
and Communications Technologies Studies) projects [2,3]. The curricula, common view to al
these legd subjects, the methodology of teaching was discussed and elaborated in these
projects.

However, this way suffers from the common disadvantages of the fragmentary regulation of
the development of e-government and e-democracy [4]. Likewise the fragmentary regulation,
which in many cases has been drafted not in accordance with uniform principles, it covers
only separate agpects (for ingtance, utilisation of eectronic sgnature, main problems of data
protection and data security, the fundamentas of regulation of telecommunications sector,
etc.), thus missing the globa picture and coherence of the subject.

Second way to regulate and hence to teach legal issues of e government isto generdize
and formdise fundamental legd principles, needs and requirements for development of e
government and its processes [5, P. 190-191; 6].

Legd acts of European countries that regulate the area of e-government are rdatively new;
therefore it is gill difficult to evaduate the practicd problems of ther application [7]. Also it is
not aways the case that they follow the same framework of principles, needs and requirements

for development of e-government and its processes.

Legd research which may provide the base for coherent principles for legd environment of
the e-govenment is dso rdaivdy new, and limited to the specidigs of the fidd.
Jurisprudence of the knowledge society is dso only teking its fird gdeps especidly in
countries which somewhat lag in e-government regulation.



The gpplicaion of information communication technologies to government may encounter
legd or policy bariers. Legidatures must ensure thet laws are updated to recognize eectronic
documents and transactions. They must take proactive steps to ensure that policies support
rather than impede e-government. Policymakers implementing e-government must consider
the impact of law and public policy. Othewise, any initiaive will encounter Sgnificant
problems. The effort must incorporate a holisic view, one that is not just focused on
technology. Archaic laws, old regulatory regimes, overlapping and conflicting authorities can
dl greatly complicate or dtogether hdt the e-government undertakings. As dready shown by
the limited examples, the legd reforms and new policy directives based on uniform principles,
may have to be adopted before the online world can function smoothly [8].

Assuming the above premises, the governments of some countries, which according to the
indicators of the development of information society are the leaders in the fidd (eg. in UK,
Germany, Sweden and Finland, etc.), date initiatives for the development of e-government,
which are usudly implemented by means of specid programmes or plans (eg. the UK. E-
Government programme, German BundOnline 2005 programme, which is amed at cresting
eectronic government in Germany by 2005 utilisng the Internet etc). Such dl-embracing
programmes or plans may be consdered a first step into the direction of developing coherent
e-government legd principles framework. Below some examples are reviewed.

Dedaing Internet access a human right with programme “Tiger legp”, Etonia was moving to
provide Internet access to dl its 15 million inhabitants by edtablishing locad community
Internet centers that provide free emall and Internet access [9]. This legad decison created

good precondition for next steps of development of e- government.

It is noteworthy that common e-government legd principles framework may greatly benefit
countries, which to date do not have dl-embracing programmes or plans for development of e
government ad processes, dso may facilitae the unification and improvement of exiding
programmes and plans, dso assst in the process of practicd implementation thereof [5, P.
225-227].

Some non-European countries — in particular the United States have aready moved to more
advanced stage of e-government regulation by adopting a specidised uniform e-government
legidation.



One possible gpproach to implement such coherent legad framework and specidised uniform
e-government legidation may be adoption of the law on the fundamentals of the development
of e-governmert. Such law should be the basc legd act that would regulate the development
of e-government in the state. The main objective of the lav must be to define and specify the
bass for necessary for the successful development of e-government legad regulation in order
to ensure legd oability and continuous dtate policy on the process of cregaing the e
government [8, 10, 11].

This law should dso identify the key tasks of the state and the main implementation measures
thereof, the lavw dso mugt provide for the dtate adminisration bodies responsble for the
devedlopment of e-government and their competence, the procedure for drafting and approva
of the documents on legd regulation and the financid sources of the development of e
government. Issues such as fadlitation of e-commerce, protection of intellectud property
rights, open source solutions may aso be addressed through such legidation.

The man principles of legd regulaion of the lav will be the cregtion of equa opportunities
for everyone to participae in the processes of e-governance, stimulation of cooperation
between date inditutions and society, srategic planning and coordination of the bodies that
take pat in the deveopment of e-government and effective management thereof, move from
paper based documentation and legal sources to eectronic documentation and sources, and
findly improvement of the quality of governmenta services through eectronic means.

The law must provide that the am of the date is to create equd opportunities for al members
of society to take part in the processes of development of e-government, irrepective of ther
socid or financid datus, age or place of reddence, and to support the initiatives of non
governmental organisations and other legd and naturd persons in this process. The law should
contain a principle that the date policy on the development of egovernment direct public and
private interests to the acceeration of the crestion of information society, encourage society to
look for the ways and means of cooperation between state ingtitutions and society in the field.

The law would specify, what functions of date adminigration will be caried out by which
governmental  inditutions, defining their competence, rights and obligations. as wdl as the
principles of drategic planning.



Generd background principles of thislaw in our opinion could be:

» Acknowledging of fundamental rights and freedoms in the cyberspace. The commonly
recognised rights and freedoms shdl be unambiguoudy extended to the cyberspace, aong
with new extensons, which are made avalable by emergence of cyberspace and e

government (e.g. access to internet, eectronic information and knowledge).

* New level of political commitment. A clear and predictable legad framework is key for
successful  development of e-government. Policy action should dso am a setting up an

gppropriate open and competitive environment.

e Coordinated approach. Legd and regulatory issues are part of a wider, "holigtic"
approach - a st of complementary initigtives in the legd, technologicd, busness and
other aress.

* Minimalist regulation. The one of generd principles of e-government regulations is. "No
regulation for regulations sakel"

* Technological neutrality of e-government initiatives and processes. No discrimination of
any of communication channds between government and society shall be tolerated.

* Promoting universal access at affordable cost. Community-led development is a critica
dement in the drategy for achieving universd access to information and knowledge.
Community access centers and public services (such as post offices, libraries, schools) can
provide effective means for promoting universal access in partticular in remote aress, as an
important factor of their development.

* Relevance to all group of users - G2C, G2B, G2G as well as minorities (disabled,
elderly, etc.). Any framework shdl be universdly accessble, trusworthy and non
discriminatory.

* Powerful liberalizing influence. The various instruments adopted represent a powerful
liberdizing influence.

e Trangparency and access to information. Notably, information in the public doman

should be easlly accesshble. Information is the bass of a well-functioning and transparent



decisornrmaking process and a prerequisite for any democracy. Knowledge is the key
agent for transforming both our global society and local communities.

* Increased role for self-regulation and co-regulation. These indruments aso confirm the
central role of self-regulation in a number of key areas (content, liability of operators,
notice and take down procedures, consumer protection, eectronic media, etc.).

As it is dready noted, on of the laest inititives to implement the uniform legd framework
gpproach is undertaken in the United States. It does not include al of the above suggested
edements and principles of coherent e-government legidation, however may be consdered
more advanced step than above outlined e-government strategies and plans.

The 17 December 2002 Electronic Government Act of the United States focuses on getting
more government information and services online, as wdl as dreamlining of the executive
branch in the United States [12].

The Act is designed to help the federd government of the United States to teke full alvantage
of the Internet and use information technology to maximize efficiency. The act resulted from
the 2001 pledges of the US Government to introduce a more corporate management style to
government by focusng on results and ease of use for its "customers'. Increasng the use of

electronic government is one piece of that agenda.

The Act edablishes a new Office of E-government within the White Houses Office of
Management and Budget to oversee government-wide efforts. It authorizes subgtantid and
increesing funding for the inititive. The legidation codifies the competence and postion of
the new Officein law and makesit permanent.

In addition to the above inditutiond innovations the Act sats additional specific requirements
for governmenta agencies and ingtitutions, which relate to severd aress.

* Performance Measures, which require governmentd agencies to develop performance
measures that demonstrate how egovernment enables progress towards agency objectives and
drategic goas. Requires agenciesto link their performance goasto key customer segments.

* Digparities in Internet Access, which requires, when implementing eectronic government

programs, to consider the impact on persons without access to the Internet, and to ensure that



the availability of Government sarvices and informaion has not been diminished for
individuas who lack accessto the Internet.

* Reporting Requirements, which require each agency to submit an annud report on the
datus of the agency's implementation of e-government initiatives and its compliance with the
provisons of the Act.

Other provisons of the Act include redesigns of one-stop federa Internet portas and web
dtes. The Act requires each federd court to establish a webgte tha would include public
information such as location and contact information for courthouses, loca rules, docket
information for each case, and access to written opinions issued by the court, in a text
searchable format. Documents filed eectronicaly, and those converted to eectronic form,
shal dso be made available. Such court websites are required to be established no later than 2
years dter the effective date of the Act, with access to documents filed dectronicaly no later
than within 4 years. Any court may eect to defer compliance with any requirement of this
section, and the US Congress shdl be notified of dl such deferrds and the reasons for the
deferras. The Act dso requires that other governmental agencies post on their webstes dl
information about the agencies regulatory proceedings that is required to be published in the
Federd Register. Agencies must accept submissons in regulatory proceedings by eectronic
means (induding e-mal and fax). Agencies shdl dso establish dectronic dockets for online
ruemaking. Electronic dockets shdl make avalable dl agency notices, publications, or
gatements related to each rulemaking, and al submissions made pursuant to the rulemaking.

Based on the provisons of the Act, the governmental portas such as FirsgGov, an online
gaeway for Americans to federd services and information; Recreation.gov, which provides
links to 1,900 federad parks, and GovBendfits, a ste where people can search for the benefits
to which they are entitled; are established.

The Act dso requires involved governmenta agencies to develop and establish a framework
to dlow efficdent interoperability among dl executive agencies when usng eectronic

sgnatures.

Based on edocuments provisons in the act, sarting with the 2003 tax year, some US citizens
will be able to not only file, but dso prepare thar tax forms online for freeOther online



improvements in the works include a Regulationsgov webste, which will make it easier to

participate in the federa rulemaking process.

Important provisons of the Act refer to Accesshility, Usability and Preservation of
Government  Information, and subdantidly improve the way government information is
organized, preserved, and made available to the public. The Act prescribed on uniform policy

recommendations, after consultation with the public, in the following aress

» Categorizing of Information. Exising technologies and cataloging methods could dlow
governmenta agencies to keep better track of ther own information holdings, and, where
appropriate, to provide public access to information about those holdings, in a way that is
searchable dectronically and interoperable across agencies. Specid sandards to accomplish
this god, and categories of information, which should be classfied according to the standards
should be prepared based on the Act.

* Public Access to Electronic Information. The Act prescribes for preserving of the federd
records, either temporarily or permanently. The public has access to many of those preserved
records pursuant to other laws, however the Act facilitates uniform standards for information
posted on the Internet, and other eectronic records.

?

» Educational Resource Materials. The Act promotes policies and coordinated access to
educationa resource materials on the Internet.

?

» Availability of Government Information on the Internet. After opportunities for public
comment, agencies according to the Act shal determine what types of Government
information they intend to post on the Internet, and develop timetables and schedules for
doing so. This is intended to establish a more deliberative process for agencies as they make
decisions about what information should be made publicly available.

» Access to Federally Funded Research and Development. The Act authorizes funds for a
database and webste that will contain information about research and development funded by
the federal government. The database and website will provide agencies, scientists, policy
makers and the public with access over the Internet to nonsendtive information about where

federd funds for scientific ressarch ae spent, enhancing scientific  coordination  and



collaboration and improving oversght. Agencies will be required to furnish informetion for
the database.

?

* Public Domain Directory of Federal Government Websites. The Act requires the
development, through interagency collaboration, of a public domain directory of federd
government websites on the Internet. Such directory shal be based on a taxonomy of subjects
used to categorize Federa Government webstes, and will be linked to the Federa Internet
porta. Organizing webdtes according to subject matter often dlows the Internet user to find
the desired information more easily than with a search engine.

?

» Standards for Agency Websites. The Act sats forth guidances and includes requirements
for the websites of the US federal agencies. Such webstes are required to contain (1)
descriptions of an agency's misson and datutory authority, (2) an agency's eectronic reading
room, (3) information about the organizationd dructure of the agency, and (4) an agency's
drategic plan; (5) minimum requirements to ad in navigating webstes, such as speed of
retrievd of search reaults, the rdevance of the reaults, and tools to aggregate and disaggregate
data

Privacy Provisons of the Act specify that an agency will conduct a privacy impact
asessment  before developing or procuring an information system, or inititing a new
collection of persondly identifiable information that will be processed electronicaly. The
assessment shall include a description of:

?772he information to be collected,

(2) the purpose for the collection,

(3) any notice that will be provided regarding what information will be collected and how it will
be shared,

?7772he intended uses of the information, and

777%ecurity measures to protect the information.

The Act further requires to establish guidelines mandating the pogting of privacy notices on
agency webgtes, and ligs information that mugt be included in privacy policies. The Director
will adso promulgate guiddines requiring agencies to trandate privacy polices into a
standardized machine readable format. P3P is the accepted protocol for standardized machine
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readable formats. It enables an Internet user to set his a her browser to automaticaly retrieve

and interpret aweb Site's privacy policy.

In addition to the dngle lav gpproach, the attention should be put a encouraging
jurisprudence of the knowledge society, focusng attention on migration and changes of legd
sources, studies of dternative regulatory forms, such as sdf-regulation.

Surveyed legidative gpproaches to e-government regulation, dso dlows identification of the
following most important features of holistic approach, which incorporate both legd and
policy aspects:

. Consult with stakeholders and generd public on dl aspects of e-government, this is
especidly important in order to assess how suggested laws may impede the desired results.

. Give legd daus to online publication of government information and maximise
online presence of governmentd information.

. Enable dectronic filings with government agencies.

. Reform processes by smplifying regulations and procedures.

Conclusons

One of the ways of teaching of legal issues of e government is to teach separate issues
covering the quedions pertaning to e-government and in most casesunified under the
umbrella of thelegd informatics.

Second way to regulate and hence to teach legal issues of e government isto generdize
and formdise fundamentd lega principles, needs and requirements for development of e
government and its processes.

Practical benefits of the late coherent legidation initiatives in the United States, which to date
are the most comprehensve undertaking of the holistic approach, remain to be seen, however
the exigence of the above identified two approaches for regulation of e-government, aready
now rases the need to discuss different teaching dternatives for e-government, as suggested
herein. It may dso be suggested that e-government teaching based on coherent framework
gpproach in the long term may replace the existing legd informatics gpproach.
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